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Abstract

Code clowing is mor owly assumed 1o inflate sl

foumd in chosed code but oot fxed in alf clone immnces,

e sysicm is Tikely 0 stll exhibis the incorrect bedanice.

Tolunae i, Fg | ihows  cxanpc. whete & g
retrotined

Conseguently, the identification of duplicased code, clowe

8 was uidstakien 1 fud ot (1) f chones e chasged i
comsisicady, (2) if hese inconssencies e intraduced in-

e povsents she resalts of o farge-seule case Sy that wet

sescat Caals. 1 his case stady we analyzed thrce comimer-
cal sydems wrimen i C2, co writist in Cobol and voe
cpen-source sysicas wrinien s Jiva. To conduct the stady
we devekpat & novel dessction algoeithin thet caabics s

1o clomes are very freuent It atin wensified a signibeuss
iamber of fsels indiwced by such changes. The clowe de-
in the 1 alg

discussod cach of the over 700 incomseters clore groups
-mmwuorummmmmm
o e

rithun for ahe detection of incomsisiens clowes. I s srailibie
s egpem senarce to exsable oter researchers 1 e i s busis
for fursher imvestigutions

1. Clones & correctness

hamges 10 cloaad code can create faalis 4od, hence. lead
10 incormecs peorgeam behavior [19, 28], Whilk clooe desec-

i they represent
taults. Ahogether, Mlm:ﬂvm.{mmb
sewsen were in the couse

e e catrmed By the sywems” developens.

Research Probicas  Although mos peevios woek sgiess
I g P 4 b i ke
e, “She is Sexle ifoemuation avaitable coscemil
pacts of code chones oa softwase quality” [25]. o
comscqucnces of code choaing on pragran comees, i
pesticul

Bow faermfa code chooes seally are. We cosades the ab-
senoe of & thorvagh uadersandag of code cosing feecar-
ous fox sftware engieceriog sesearch. education d peac-
e

16,

Cuntritution o s puper is Iweloid.
by a case

To shed Nght oa the Stution, we Evestigaad the ef-
feets of code clanisg 0n program corecmes. K is ipor-
i 0 understund, thet

Fant,
sty thr demoastnses that cloges ges harnged incomss-
teaely and that ssch changes can fepeesest fasks. Second,

s
Dot incomseacat changes 10 chnes can lead W snexpecsed
prograes hehavior. A penicalaly dangervus type of change
10 cloned cole & Be inowsisient bug fix. 1f & tault was

oa o ncomisient cloocs. In coatrast to cther slgoridans
for e detection of Hcomsisieat ches. o wal s is
st avuilable foe ohes feseichers a6 opes sowce.

Figure 1. Missing
2 Terms and definitions

T Wicaue: powides 4w vty of ifrct &t

P Mhostaigh Gecussion of the coegciuies of incu-
sineim el we el 1N & failure is an Scoerect osnput
o v bl o e e ndha s ot i s

To moid
gy ugmmwsMM|mpps

s g 4. spience of s, which for ex-
mpkmuuhmnﬂﬂa statcmcas, or b,
The reasin 10 aliow normulizsios of units s s sige. &
hat ot pisces of code see comsiderd equal eves.
differemes m comments o asming, which cas be leveled

e

subnasing of e code thal appeses i least 1wice in fhe inor-
malized) code. Thus our definition of 4 clone s parely sya-
cticsl, bt csahes cxvatly he s of sopy &pste, uhile
allowimg siinple changes, sich i ensiing, dus 10 aoemnal-
ixation. An exact clone g is 3 st of ol ksl Tvo exact
‘clones, that sppese at tifFeren positions.

s
REpT——r—
3. Related work

A substsntial smnouss of scscsnch has bosn M

3 ol cloning i recest yes. The desailed sureys
m[lﬂunﬂ,m(ﬁnﬂ)l’mlpmlﬂnmpm

of eloaing and deteetion of insansiees clons,
o detel extigg ok is these e

A1 Comequences of chaning

Tl she deiotns o pugped o«

mr.«,... if these is another subaming ¢ of the code such
s il st ks s decsbuld s
s s overtap wath 4 wa

o
o somctness i given by e Py vy Lague el
23], sepont voiition of 4 submsial amosat

it mummw;m M-
e exal. [27) repeet a bigher revision nussber for fies with

Inti s ot the e of o peesons e,
semonal, o chage of &gl nit) peeded 1o wansforss e
Obvious soa

e e

s wathout i 2 10
prossibly indacating lowes muintsinability. 13 {17, Kim esal.
Ecport that & subatancial ameunt of changes (o code <lones
evc in & coupled. ashicn, indicaing bditional -

[ —
ing of & “siguificant overlay”. Huweves, it cogosres o is-

Lietal, [25] presest i approsch o deieet bugs bused oo

e, Exanples b i P | T, By co e
e ot exacs arediseonsisienn <

A clone guep can Be viewed .1“._.,1-«@‘
where cach uae is & subsiring, s slpes s desws be
tween subsirisgs that are chises of cach cthes B ot lesst
e puir o nconsisaces choses b in e group, & i called an
incrussivient cliwe gproup. We could als0 hsve equined o
clonzs in 4 clons geoup o be clonss of cach other, bat often
‘i gty g clone groap cuskd by e deiica

cal imeresing relssomships = e code.

s....u:mum.u,xuaummmm
sencmeats. Boch papers repon e successlul
o Bugs in felesed satware. 1o [1] ant [2) in-
dividual cases of bugs s isconsistent bug fixes dwovessd
By amalysis of chone evelution are reporied for cgen source
seltwes.
I Contrast, bt that cossegiences of clonsg e un-
sy harmtul is rused By seseral recest reseiech
eesuls. Kirinke [22] seponts that only Balf the clones n sev-
e open source sysicus cvolved conssacrely s i oaly

pucnilly
degree of isdependence of eloacs thas hileria believed
Geiger etal. [9] epon that  eelation betuesn change cou
plngs s sl oy o oy o e 6

‘be seatstcally verabed. Lorams and Wennclges [25] ee-

fersbiiny uf e eepuncd fadings.
 Dastcad of s ispesion of the sctsl ncomsiscon

Abstrsct Syatax Tree Baticr etal [3] bk subirocs isto
Buckess i -

same bactes. Jang etal [11] popose e generation of

et e o . R o s s
pesisin, they cmphay locality scasitive hushing for v
Cluacrag, sloing o e scsliliy e 131, T 171

e paczns thas peovide strucoseal abrtion of sabices.
are geacrued w idenify clomed code:

Program Depesdence Geaph Kiske [21] progoscs
4 sewch shgueiches for sinilis e eation.
Komondoor and Honitz [18] propas sl 1o ety
omorphic FDG subgrph. Gabel, Jiang and Su [5] w3

mmmwmy
pprcsaches provaled sabable inspEston
mnrn.mm peescaie in his paper. Howerer, sune

T 00 s e of

clones 1 evaluie e and
comectess, mdiret meses! are used 11,9, 72,73,
6,17

sesals. For crample

imenonl Aifferemes wmd fls, while uknmen 1o
developers, exhita Me e evolulion parlem i is-
testionsl depesdent evolution 3nd sre Bus prone 1o
[rEs—————

* The antyust s e 0 sl e s
tasie [I7) or cesil amlysis of soudisl

12,9,17,13, 36},

» The analyses specifically focus oo faslss meduccd
duing exeation 12, 75] or ewolution [7] of dones, is-
ibising queantification of isconsistences & penenl

Aditionsl empirical ressich auside (Bese KiEatio
nderseand

.
sl mevnsstcat chones b e e, e sty o

bl context ree
ot AST oo PG constascsion. While feasible for mod.
cm angusges sach s Java, 1his oscs 4 e -
e fx legacy languages sach a5 Cobolox PLIL where
prveey e ot sl Parsing asch .
g il reprsets a sigsiican challessge [5.29].

o Toee (37,00 s praga (3, 16, 28] based appeaches ve.
e e vty of sui

chimes cannst be presisely controlled i featuee vec-
o [ 1] and hashing based [3] apprsaches.
o Micsynerasies of some spproaches heestes resll.

131], imconsisar choses cumnon be deteciod i teir

sistencies have been smalyeed independendy of their e
of coein.

32 Detection of incansistent chones

et et code ragmcris e compared sy
in 8 prirwise (iskicn [29]. A sy decshuld povean
[ Smpry ——— i chomes.

Tokan el 1 3] pope e escing o e 1
sl o okca-baved et of cxact clonci.

i, ot chacs e cotyenc o
siient chomes In (251, L exal. presces e wol CF-Macs,
bich seauties o smilas hasic blocks using eequent aub.
sequenee mining s then coumbings basi block clonss o
[ a——

prouches s boen shown 1 be infeasible [18, 21] ar
6 o e sl ueleat [7.29].

* For must approaches, smplrsscasations aic so1 publicly
wable,

I contnn, the spponch peescaicd i Bis paper sup-

s both saders s gy languages by Cobul

e PLIT, ko, o peecise comtzod of sasslanity i ersss of

e fiapce cm program stements, i wfficieatly sabible
e projects i

available for s by aehers ik opcn sourcs saftwaie.

An sppruach sinslar w [31] fox bug deicrson bas been
cutlined by the sathos of 1 papes = [15]. 18 contrss 1
s ek, i s 0 e 4 sl wee sl algursn
0 cunpidcal study was perorncd

42 Detection algorithm

The 1 of e dcn lari s 10 d cencs
e stacam of wnits povided by the neemalizer. Saed dif-
ferenly, we wimt 1 find conmmon subsirings in he sequence
Sonuest by sl s ol e e, Whese comimos Ssbslrisgs.

4. Detecting inconsistent dones

This session explains the spprosch wied for detesting is-
consisient closes in lape amouns of code. Or spproach
ks ou the token Ievel, which uswlly s sflicien for

cieon. The lgithen weeks by soastructng o cufls e of
the cod smd es for cach possible sullis an sppeoxime

D cosc deecr b copaind w3 il wich

Bt sy have.
This pecbican is sclutol o the appeasisens sifig manching
.mu-unﬂ-mumlmaq-n beely in

The nusin difference is (et we sre 8ot

svan in he saing, but rther see laoking for o wbatiegs.
approvimsecly cocuring moee s once in e e se-
quence.

A sheteh of o detection slyoiiion is hown in Fags. 3
and 4. The alpithin is s ot distance hased raversal of
& sl e of o inpet seguesee. A safly wes over 3
sequece & i 5B Wi edges Labeled by wonds such hal

Bmcar time by the well-knows onlise slporiihes by Ukko-
e [33]. Ussing i i e e 1o 4 St o elotes.
at every psible mdes

Scarching foe clones i3 performcd By the. provsdine
seurch witich recussively innvesses the sufli e, The fis
w0 parsieters B i Buncsson aie Ihe sequerce & we are.
ki ou s the sition sfars where the search wis
staned. which is sequined when scporting & chose. The pa-
Eamcuer i (which is the same as atart in the e call of

i, wbich s snd e o graap 1 i are
Flully, et groepe s pas pracese i vnimereaing
onc i s . Ve i e detion mcpu i e
‘Getn i e Fellowing sutpectin.

4.1, Preprocessing and normalization

A stated befiove, the conle is read s splt into tokete
s scacr. A gl lssk sy pregeocessing
s ormsalizasion, which cresecs senzments frams the scas-
Der's tokens. Thas is used 45 it allows heller (aocing of

bt does e for cxampie, chanps operssios onlcs.

u [ —
om. T kg this subing, the ssbstiisg starting o ] is
compused 1o the ol 1= being fest in (he sulls tis, ahich
s e edpe e o he cumreit ik (o the roct sode.
e st s the cmgay saring). For ihis comparisos an sdit

silowes

Fur el ol i ¢ the st e ity
[T P T R ——
‘0t cnough 1o masch the emie cdge wond w (else casel. we.
Ot e clime i far 55 e odind i, Olherwise Ihe B

peogramming
Wil this. & sy 10

Funhes tasks of
s e ot W 2 s ey -

mgieent, it
e qusdnate S pact o s i g ok

1-pmuniﬂuwx secticns of

proc Gt n T
Taput: Siving 2 = (... 5., mas ot dintamce

| Comrct wffis trce T froes «

2 fereachic (L...a)de

3

seanch (i, oo T o)

Figure 3. Outline of appraximate clone detec-
thon aigorithm
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Figure 5. Runtime of inconsistent clone de-

e © ol walfs tee over » saan e ditmnce
Lt v ) b the e akong the ey Mg 0 ¢
Calite the sanms

search x, veet,
b s > sl o kngl e

Figure 4. Search routine of the approximate
clone detection algorithm

efficieatty we look o Mo at e fiest 1000 stamerents of
the wond u. As long & the word oa the sullix wee edge.

43, Post-processing and filtering
Durig 30 after desecsicn, the chose grosgs that are 1e-
pertomed

in
elame groups. Addinionally, we eaoece notcaly an sbsolise.
Bt 0 the musher of coassiencics, bit sl & reluive
0z, e. e Sher choae groups where the aunber of i<on.

pr— *
shase & common coae. While Dhis loats 1o clone geosps
. 3

i shotes, i is 0ok & probless. a lone of

0 know of these indieest rclativasdips, oo,

oee thun 1000 we WOkt fnd it e chiuaks of
1000 We camsidered this o be dokerable Lor peactical pur-
poscs. As cach suffis wwiler A4

self matches see reposted.
When running the algoridha s it is, e sesslts e ofies
506 25 expecied Becaise e esech wies 10 muich as many

Delpll. e hea cvesy exact clone <am be peokaged ieo an

To be sble 10 expesiment wih the dessstion of incon-
seaess s,

Thus e e e
dom e (i i iy o

mmu-...m p

befoes repetiag o close.
Tachading all of fhese optissizations, Be wgorithes can

Souad, and s wpports e rapid review of o large mu-
her of chooe groupn.

45, Scalability and performance

Due tw the ey implemcatasion desils, the wont case
ity s hand 80 mmalyze. Addziceally, for peactical

TRelits 2 O S 8 5/ /oaqan 28 . ek
Clanedwncsive

prepcs e s complicael senge ey wouid
[ea-——y

i el e 2 Do 24 Gl rumaing
nnmmm-nn:su.xm are showa in
Figure 5. The selisgs se the same a5 G (Be main siudy
i clon length of 10, max ed distaoce of 5). 1t is ca
able s hadle the 3.6 MLO of Exip in abost 3 boses,
whiuh i st cnosgh w2 be exccused within a uighily build.

5. Study description

Ta ok 1o gaia o sl gt o the et of imco-
sistens clones, we use sy design widh 3 abjects an 3
s —

5.1 Study objects

We chose 2 compamics sl | open e project a

guages, by diffcren tean in difceent companics amd with

l'kqnw-(:iynmlmpiﬂ s dereioped
Universits: Minehen

This i not possible with the de-
o confiental resuls of the commuercial sysems.

Table 1. Sum the analyzed systems.

Sovim [ Chpeeatn | Laee T A S
years | 10cy

x o D
u fraire P s s
© [raere F) 1w
b [TyrE o a| o
Spviphun || TUM e B m

52 Research questions

-n-ummg prublem that we analys are clones s

In onter 10

i et e e 3 e seien
8, v syt s el o v o sy, AL
e
-

mwmmm 5 s desiled reseech

o from A
D A overview & shown in Tabie |

Munieh Re Group The Musich Re Gioup is one of e
st s insirance congesics & the word and cagluys
e dam 37,000 peupic i ves 50 koo, For teir is-
s b, By Qevelop 8 vasiety of ndivadus sg.
posting softwise cur sy, we analyzed e
sysicms A, B and € all wrines in 8. They wese cuch

i, rves pharssseutical ik msesen 1o creds and
structure whninistration. The sysicns ssppet be-
[ TR ————

157 — L]
71 s kU o st T
LV 1571 develops and maistsins several sultware

& M bl coatEact Ssaagemes sydem
Cobel (Sysiem D) emphoyed by sboss 151 wiss.

Fr—r—r—

RQ 1 e ek
cloes appeas ol 5 real-word sysas. This sot oaly
5
sioutc 2 significane pan o (he waal ckoocs of
R —

RQ 2 e incomttens chmes covated winsessionity”

Having exiblished then there are sconsisteat chones in seal
sysicms, we need 10 smalyze whether these isconsisicnt
e Bave hecs coeated ineutiosally o sot. 1 cs b
iously be semable to change @ clone so Bt it hecomes
St o 8 oumepans e t s 0 oo 0
e eguircens. However, e impnms dflercns
5 Wt Mhe developer & sbare of e OMhet ek, Le.
whether the imcoasisiency i imentioel.

Q3 Can incomisient clomes be inabcaroes for fasdts in
p—

Y LD T b O AT

Figune &. Clons Group Sets

Afer eutablichig Sew . we cum
whesher (b imccmsiaten cloaes are acully inficston foe
T i pesl sysicnm 1 there ™

LI i ths o R bt as posenial Tl i dmzn-
inconsisient clanes s s
g this, we are already ble w ruughly sl the an-

sdassly picked lines of source code. This leads o the
[Sre—
The fulr ey i the incrussisienies i bigher shas the

alyzed sysiess, we need w0 s 0 averege values. The
S of ssibitie Decause of the high vasi.

have n een eresned becase of dAeress sequircEn,
this el (a5 Tt e OF hese: €lones dos 01 com
fotin s the requiressesats. Hence. it comstitutes & Gl

5.3, Study design

e st e stseand questsons with e Sallowing

study design. [ the sy we snalyae sets of clone groups
axshonm i g, 6. The utrocs sl cun g

snd mr-unmm\y incossisicat hose grcups. The
sulben £ of LA

ation in sofiusee sysiens. Endees ssd Rossback [€] give
0150 fusks pex KLOC s & typical rusge. For e fauh
i, v e e e uf s

o the low nubes of dus poises as well a5 the Lsge ssnge
o typical defeet densities.

54, Procedure

The wessmenn we wsed om e gbjects was the appeosch
" For

Plesse:

incusastenl ciones a6 foc the question of Tulliness & Goes

all w
P [ERTTS————p——

We ue these differcat closce group sets o desigs te

IC Wl respet 1o Mhe sae of ses O We spply o oo
st clon anayss. ppouach i the s, psrr

pmlnu‘nﬂmwl&.gmmmnwd-v i |41

o o et bowsdarie, since expesiseats dhowed
e inconstent cloacs it cioes mcthod boandicics fn

[Rr——
seetions in e procedursl Bvision are the cousterpan of
Fava or € methods, clone desection for Cobul was limitcd
o these

e the £ s T sysicass, the algorithin was param-

ced ta be egual. Due w e verbusity of Cobol [5], min-

2 amd 0, spetively. Gensrated cale hat i oot subject
e

peogeiate foe e ml,uhngmp 0 allow for reaassing

ki . T sctags wee dtrmined o e
beswers, precision and wesll dursg
-tmlyupgﬁwﬂumkmﬂ) sysiems., for which

Tabse 2 Summary of the study resulls
= T T o ==
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[p—— - vt Joss |om | e | asr f — | um
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Unintenticnally, mevmanientchose groega (030 | 51 | 38 |6 [ a5 [ a2 Qam| =
chase ital 9] e | 4 5 pi] w07 —

: [ B Tl R R e

RQ 2 U 0 oz oz o | | am | = | om
o v fom oo oo | aie § — fois
ST (2 T T — =
ey EN TN N T e R e
Fauk inkOC 4 |ma |27 34 L) — ] =

rasmbon sannges of the detecied chanes b becs cvalistsd
manlly.

e e sonaller T inconsistent clone groups than for ex-
et e geeps, 5 s expecsod, sisee inconsisican e

were then y
[ SR T —

g allow for precision sesults

by the desecton alporithin, have o scam: slsomship.
were weaed

chises. die 10 the vesbosity of Cobsl. For
systess A, siereutype datsbee acess code of scamtically
e

dmuuly il sconsisieat close candaletes wers
iz, g the et f scomsislent chone groups. Since

the exact clanes were sot sequired for Farther sicgs of e
msicad of suiag all of them, 4 random ssmple.

R —

Al Balf of the choses {52 ) combain insomisiencies.
Therefoee, RQ 1 cam be positively amswered: Clones are
Al these would

e eotne = St 43, LA b A o gty

i oo s s of e sl g 0

eaty sranged we. £+ et i i 5 The e
et

the 151 imcomsisicat chose grosps, since e age of (he sys-
e ] the ot dhat the cwiginal developers were s vl

vely: Tacousisient clones. see cxcaed usisicasonadly
ey case. Oy rystem D s ar lowes hese. withcaly 105

sersssaally scossisteat clunes. With sbout theee
e of inicomioeal chsnpes, B shows thal cloniag sead

e
RN —

e B 3, whethcr inconsisscon chais arc indicaton for
fauls, we nose th ot lesss 3-23% af the incomazncics ac-
Bl preseoed & Tak Agsin e by ar lowest numbes
comscs fromn the Cobal sysicwn. Igsceing it, the totsl eatio

p
L b 300 i g G Ao
D m s ot v e e i
i) o kg e
e oy ier s v o i

port o

6. Results.

The quamisative results of cur sy are sumsssized in
Table 2 Encept fue Ihe Cobal system [, Ihe preceison val-

Wy
csis L On sverage e inconsicacies costain moe fults

erage coe. Heaee, BiQ 3 ean
vely: Incomntent clases can be indicatoes S Tauls in
real syslesie.

» the gumbers are sisslar for e CF and Jwvs

Gergens,

oI SSET

m_.(.m-r-._..a.mu "

e A ——

im0y <ot o
..._-< i vt e
oy v
i

(Sysiphus).

ness™ e sl the porw |]/000] 10 Table 2, which re-
veals that while the rais of s stcational chamges are kower
fior et D, the futas ol unastenmoal e leading 105
fauk roject

ot cemmal 10,008 resesreh . the e
et o Tauks lescet unamaticaly aises he quession for
b severity. As the ik effeet costs s usknown for e
anlyzod sysicn, we cannes provide 4 full-fadged cver-
ity elasatiaaca. Howeves, we provide & pastial answes by
sncpueiiag the found fauls as {1} Tases that lead 1 po-
Acaial system crash or data loss, (25 wmexpecicd beluvior
Vit o e il e 40 (31 DR BetavAce ok s
bl 0 the end s, Ol exampie o a csbegory (1) fan &
showa in Fig 1. Here, omc chose of e alfestcd clone greup
Pt s sl ek et i derlence

ke forss sl dialogs. Cﬂg«v:]!x-ﬂawglﬂu

siom, the rebuively larger smounes uf caicgory (2) and (3)
il enineide: Wit cur expectations.

7. Threats to validity

W discuss Bow e sifgsned feesats 10 COSS{Rut, inies-
sl vt validity of e snudy

7.1 Constract validity

W il st analyze the developsscn ofthe

war sesscns; (1) We wane 1 analyar all mcossisicat clones,
y opy

5 the reposiscey. (21 The industrial sysicams do st have
complen: develupmens Bscries. We confrumed this tiea

cxuspies
mmgemnr..nnmemamm

by

shonws an cxample of & categony (21 Fauk e choc e

et i, b i e vy o 0 s wchi-
e ot i catcpory (2 Enlls e

The conparcon ik svorage falh pchablny 14
e wheien e i ety

e s pron 2 o lece of ke, A conpar.
e s e
o o B o, e Bt ok b s
i e rrip——

Seek et af~Po-Code €

We sl secd the developers time aimd willingsess fut is-
specting rando code. As the poiential benlit for te te-
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jenkinsftest/src/mainsjavalorg/jvnet/hudson/test/HudsonTestCase. java (revision 12d96a56...) jenkinsftest/src/mainsjavalorg/jvnet/hudson/test/jenkinsRule.java (revision 3909f5ac.. )
P Activity AT | LAS==NULL &te TIS==NULL) recturn; AT | LNS==NULL & [MS5==[uLL) return;
if (lhs==null) fail("lhs is null while rhs="+rhs); if (lhs==null) fail("lhs is null while rhs="+rhs);
A Findings if (rhs==null) fail("rhs is null while lhs="+1lhs); if (rhs==null) fail("rhs is null while lhs="+1hs);
% Metrics Constructor<?= lc = findDataBoundConstructor(lhs.getClass()); Constructor<?>= lc = findDataBoundConstructor(lhs.getClass());
Constructor<?> rc = findDataBoundConstructor(rhs.getClass(}); Constructor<?> rc = findDataBoundConstructor(rhs.getClass(});
@ Tests assertEquals("Data bound constructor mismatch. Different type?",lc,rc); assertThat("Data bound constructor mismatch. Different type?", (Constructor)rc, is{(Cons
SR List<String> primitiveProperties = new ArrayList<String>(); List<String> primitiveProperties = new ArrayList<String=();
= Tasks String[] names = ClassDescriptor.loadParameterNames(lc); String[] names = ClassDescriptor.loadParameterNames(lc);
B Class<?>[] types = lc.getParameterTypes(); Class<?>[] types = lc.getParameterTypes();
assertEquals(names.length, types.length); assertThat(types.length, is(names.length));
aaw Architecture for (int i=0; i<types.length; i++) { for (int i=0; i<types.length; i++) {
Object lv = ReflectionUtils.getPublicProperty(lhs, names[i]); Object 1v = ReflectionUtils.getPublicProperty(lhs, names[i]);
2 Delta Object rv = ReflectionUtils.getPublicProperty(rhs, names[i]); Object rv = ReflectionUtils.getPublicProperty(rhs, names[i]);
i2 Projects if (Iterable.class.isAssignableFrom(types[i])) { if (Llv != null & rv != null &8 Iterable.class.isAssignableFrom(types[i])) {
Iterable lcol = (Iterable) 1lv; Iterable lcol = (Iterable) 1lv;
E cystem Iterable rcol = (Iterable) rv; Iterable rcol = (Iterable) rv;
Iterator 1tr,rtr; Iterator ltr,rtr;
A e for (ltr=Vlcol.iterator(), rtr=rcol.iterator(); ltr.hasNext() && rtr.hasNext();) for (ltr=lcol.iterator(), rtr=rcol.iterator(); ltr.hasNext() && rtr.hasNext();)
Object litem = ltr.next(); Object litem = ltr.next();
Object ritem = rtr.next(); Object ritem = rtr.next();
if (findDataBoundConstructor(litem.getClass())!=null) { if (findDataBoundConstructor(litem.getClass())!=null) {
assertEqualDataBoundBeans(litem, ritem); assertEqualDataBoundBeans (litem, ritem);
} else { } else {
assertEquals(litem,ritem); assertThat(ritem, is(litem));
} }
+ 1
assertFalse("collection size mismatch between "+Llhs+" and "+rhs, ltr.hasNext() * assertThat("collection size mismatch between " + lhs + " and " + rhs, ltr.hasNex®
— } else is(false)); »
if (findDataBoundConstructor(types[i])!=null || (lv!=null && findDataBoundConstructo } else
// recurse into nested databound objects if (findDataBoundConstructor(types[i])!=null || (lv!=null && findDataBoundConstructo
assertEqualDataBoundBeans (lv,rv); // recurse into nested databound objects
} else { assertEqualDataBoundBeans(1lv,rv);
primitiveProperties.add(names[i]); } else {
1 primitiveProperties.add(names[i]);
} }
}
// compare shallow primitive properties
if (!primitiveProperties.isEmpty()) // compare shallow primitive properties
assertEqualBeans(lhs,rhs,Util. join(primitiveProperties,",")); if (!primitiveProperties.isEmpty())
assertEqualBeans(lhs,rhs,Util.join(primitiveProperties,”,"));
*
Makes sure that two collections are identical via {@link #assertEqualDataBoundBeans(0Objec *
! Makes sure that two collections are identical via {@link #assertEqualDataBoundBeans(0Objec
blic void assertEqualDataBoundBeans(List<?> lhs, List<?> rhs) throws Exception { /
assertequals(lhs.size(), rhs.size()}; blic void assertEqualDataBoundBeans(List<?> lhs, List<?> rhs) throws Exception {

« Collapse
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= Background im Software Engineering und Provider Management

= Seit 7 Jahren bei der MR in Rollen zum Qualitdtsmanagement

= Erldutern Nutzen und Aufwand intern
= Ausrollen, auch international an unterschiedlichen Standorten

= Change-Management

= Vermittlung der Messergebnisse fiir Beurteilung der Qualitat von
Zulieferern und Projekten

= Steuerung des Teams der Quality Engineers (CQSE) bei der Munich Re
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Munich Re Internal Services

dn-‘;'r-‘Teqmscale Dashboard  Activity

Data since the Last Report

Test Gap

3.1%

Project Information

Description
Project name
Baseline date

End date
Coverage Sources

Name

DEVADV

Dashboards, IDE Plugin, Azure DevOps

Execution Ratio

88.5%

Value

May 012017 00:00

Now

First Coverage

May 1120171438
Test Coverage for
2017.2.0.53, DEV
created on 11. May
2017

May 1120171438
Test Coverage for
2017.2.0.53, DEVADV
createdon 11. May
2017

ﬂn-‘;'p Teamscale  Dashboara

Tasks A

Findings This Month

D 162 7 281 |84 134

Project Overview

®

Files 13k
Source Lines of Code 136.1k
Findings

Findings Density

Last Change

Jul 30 201814:31

Trend since Baseline: This Montt

N 2
n P
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SLOC vs Findings Density

140000
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Build and Test

Build Stability

Test Stability

Test Coverage
Architecture

Policy Violations

Unmodelled Files

Code Duplication

Clone Coverage

Coding Guidelines

Cloud Readiness Findings
Critical Maintainability Findings
Maintainability Findings Density
Structure

File Size Assessment

Method Length Assessment

Nesting Depth Assessment

eme settings .,

KPI Assessment

9.4%

N w
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s
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n StyleCop - Microsoft Visual Studio (Administrator)
FILE EDIT VIEW PROJECT BUILD DEBUG TEAM  TOOLS  WVISUALSYN  TEST  AMNALYZE WINDOW  HELP

@ - B - 9 - - P Start ~ Debug ~ | A _ @ ::: iEmfE Y H® N 4 4
= =
S CodeParserExpressions.cs & X _______— =
5 % StyleCop.CSharp.CodeParser - @, GetObjectInitializerExpression(bool unsafeCode) -
.r-:g.- 2738 else
2 2737 !
%_"- 2738 initializerValue = this.GetNextExpression{ExpressicnPrecedence.None, initializerExpressionReference, unsafeCode); .
" 2739 1
o 2740 3
& 2741 // Create and add this initializer. =
E' 2742 CsTokenlist initializerTokens = new CsTokenlList(this.tokens, identifier.Tokens.First, initializerValue.Tokens.Last); at
A 2743 AssignmentExpressicn initializerExpression = new AssignmentExpression( .
o 2744 initializerTokens, AssignmentExpression.Operator.Equals, identifier, initializerValue); .
= 2745 3
= 2745 initializerExpressionReference.Target = initializerExpression; =
2 2747 initializerExpressions.Add(initializerExpression); =
2748 z
2749 /{ Check whether we're done. Y
275@ Clone with 2 instances of length 9 | this.GetNextSymbol (expressionReference); :I
2751 1.5ymbolType == SymbolType.Comma) i
2752 Redundancy .
2753 Clones tokens.Add(this.GetToken({CsTokenType.Comma, SymbolType.Comma, expressionReference)); u
2754
2755 /f ITf the next symbol after this is the closing curly bracket, then we are done. .
2756 symbol = this.G@etNextSymbol(expressionReference); .
2757 if (symbol.SymbolType == SymbolType.CloseCurlyBracket) .
2758 { .
27549 break;
2768 1 '
2761 1 I
2762 else 1
2763 { .
2764 break;
2765 1
2766 } £
2767 "
2763 /¢ Add and move past the closing curly bracket.
2769 Bracket closingBracket = this.GetBracketToken(CsTokenType.CloseCurlyBracket, SymbolType.CloseCurlyBracket, expressionReference);
2770 | Mode<CsToken> closingBracketMode = this.tokens.Insertlast({closingBracket);
2771 =
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Portfolio Overview - Links to Dashboards & Monthly Assessments

Application 4  Dev Test TQE TGA TSA
phpl, e e aaley IT1.5 (il 2019-12
LaER s
an =%
- i
t fef el | Treeren Vs e

IT1.2 3 Tesdemnmy |

IT1.5 el

IT1.5 %
* 8
i )
i s X L |

7209277



Portfolio Overview - Trends

x
TQE assessment trend for _
Application 4 Dev TGA TSA
QG
s R 21 IT relevant
Assessment Comment findings Details
- e _ Only one small finding in changed code 1 Show Details
A yman Ao
T2 AT i //2/ 19-08/~ No code changes. 0

- _ Only minor new findings 6 e ekl
IT1.5 _ Only a small change with no findings churn. 0 _ _

Only 2 small findings in modified code. 2

IT1.5 s 2019-04  Mostly minor violations. 70
= | IT1.8 /= Notable findings: 7//#;@1/9/{2?///

« Naming convention violations in TmOneParam

s Method threshold violation in method DeleteProcessyear of Class ProcessYearsController
« Method threshold violation in a lambda in class LossChartService

« Cloning between ReverseTriangleGrid and CommissionTriangleGrid (C.f. here)

_ Minor violations only. 3

Only 5 new findings. Remaining findings are located in code that was 39 Show Details
changed during a migration to Angular 7 and thus can be ignored for this
assessment.



Portfolio Overview - Trends

TQE assessment trend for

Application 4 Dev
L e (2 e ] e IT
Assessment Comment
§ i 35 [
- _ Only one small finding in changed code
Fag-=H i
AN Ko
T12 AT ey /20984087 No code changes.
‘ _ Only minor new findings
fo ud
IT1.5 _ Only a small change with no findings churn.
= e _ Only 2 small findings in modified code.
L |
T 2019-04 Mostly minor violations.
mln 2 IT1.8 = Notable findings:

« Naming convention violations in TmOneParam

QG
relevant
findings Details

1 Show Details

6 Show Details

70

Show Details

s Method threshold violation in method DeleteProcessyear of Class ProcessYearsController

« Method threshold violation in a lambda in class LossChartService
« Cloning between ReverseTriangleGrid and CommissionTriangleGrid (C.f. here)

Minor violations only.

Only & new findings. Remaining findings are located in code that was
changed during a migration to Angular 7 and thus can be ignored for this
assessment.
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340,000 3,100
|| Lines of Code: 324,687

|| Number of Findings: 2,306
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Wie konnen wir den
Nutzen quantifizieren?



1 Utilities For arravs of elements [ Ukilities Far arravs of elements
public 5tring showElements{MaodelElement[] elements, String nomsg) { || public String showElementsi{ModelElement] elements, String nomsg) §

boolean found = false; boolean found = false;
SkringBuffer res = new StringBuffer(); StringBuffer res = new StringBuffer);
if (elements 1= null) { if (elements 1= null) §
Index.getInstance), sebCurrentRenderer Index. getInstanced), sekCurrentRenderer
FlatReferenceRenderer.getInstance!1); FlatReferenceRenderer . getInstance!));
For {int i = 0; i < elements.length; i++7 4 For {int i = 0; i < elements.length; i+4+7 4
ModelElement el = elements[i]; ModelElement el = elements[i];
res.append! showElementLink{e)), append{HTML.LINE_BREAK); res.append{showElementLinkiel)). append{HTML.LINE_BREAK);
Found = true; Found = true;
' '
Index.getInstancel). resetCurrentRenderer(); Inde:x, getInstancel). resetCorrentRenderer();
h h
if {1Found &2 nomsg '= null &2 nomsa. lengthd) = 0% § if {1found &2 nomsa.length() = 0% §
tres.append({HTML italics{nomsg)); res.append{HTML. italics{nomsg));
return res.koString(); return res.tostring();



1 Utilities Far arraws of elements
public 5tring showElements{MaodelElement[] elements, String nomsg) §
boolean found = false;
StringBuffer res = new StringBuffer();
if (elements 1= nully §
Index.getInskance), sebZurrentRenderer
FlatReferenceRenderer.getInstance!));
For {int i = 0; i < elements.length; i++) 4§

ModelElement el = elements[i];
res. append{showElementLinkiel)), append{HTML.LINE_BREAK):

Found = true;

'

Index.getInskanced), resetCurrentRenderer);

h
if {Ifound && nomsg 1= null &2 nomsg. length) = 0 §
res.append{HTML italics{nomsg));

return res,koskring();
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1 Utilities For arravs of elements [ Ukilities Far arravs of elements
public 5tring showElements{MaodelElement[] elements, String nomsg) { || public String showElementsi{ModelElement] elements, String nomsg) §

boolean found = false; boolean found = false;
SkringBuffer res = new StringBuffer(); StringBuffer res = new StringBuffer);
if (elements 1= null) { if (elements 1= null) §
Index.getInstance), sebCurrentRenderer Index. getInstanced), sekCurrentRenderer
FlatReferenceRenderer.getInstance!1); FlatReferenceRenderer . getInstance!));
For {int i = 0; i < elements.length; i++7 4 For {int i = 0; i < elements.length; i+4+7 4
ModelElement el = elements[i]; ModelElement el = elements[i];
res.append! showElementLink{e)), append{HTML.LINE_BREAK); res.append{showElementLinkiel)). append{HTML.LINE_BREAK);
Found = true; Found = true;
' '
Index.getInstancel). resetCurrentRenderer(); Inde:x, getInstancel). resetCorrentRenderer();
h h
if {1Found & nomsg '= null &2 nomsa. lengthd) = 0% § if {1found &2 nomsa.length() = 0% §
res. append{HTMEEEics nomsg)); res.append{HTML. italics{nomsg));
return res.koString(); return res.tostring();
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Do Code Clones Matter?

Elmar Juergens. Florian Deissenboeck, Benjumin Hummel, Stefan Wagner

Institut fiir Informatik, Te

itit Miinchen

echnische Universi
Boltzmannstr. 3. §5748 Garching b. Miinchen, Germany
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Abstract

Code clowing is mor owly assumed 1o inflate sl

foumd in chosed code but oot fxed in alf clone immnces,

e sysicm is Tikely 0 stll exhibis the incorrect bedanice.

Tolunae i, Fg | ihows  cxanpc. whete & g
retrotined

Conseguently, the identification of duplicased code, clowe

8 was uidstakien 1 fud ot (1) f chones e chasged i
comsisicady, (2) if hese inconssencies e intraduced in-

e povsents she resalts of o farge-seule case Sy that wet

sescat Caals. 1 his case stady we analyzed thrce comimer-
cal sydems wrimen i C2, co writist in Cobol and voe
cpen-source sysicas wrinien s Jiva. To conduct the stady
we devekpat & novel dessction algoeithin thet caabics s

1o clomes are very freuent It atin wensified a signibeuss
iamber of fsels indiwced by such changes. The clowe de-
in the 1 alg

discussod cach of the over 700 incomseters clore groups
-mmwuorummmmmm
o e

rithun for ahe detection of incomsisiens clowes. I s srailibie
s egpem senarce to exsable oter researchers 1 e i s busis
for fursher imvestigutions

1. Clones & correctness

hamges 10 cloaad code can create faalis 4od, hence. lead
10 incormecs peorgeam behavior [19, 28], Whilk clooe desec-

i they represent
tauls. mm.mlm:ﬂvm.mmb
sewsen were in the couse

e e catrmed By the sywems” developens.

Research Probicas  Although mos peevios woek sgiess
I g P 4 b i ke
e, “She is Sexle ifoemuation avaitable coscemil
pacts of code chones oa softwase quality” [25]. o
comscqucnces of code choaing on pragran comees, i
pesticul

Bow faermfa code chooes seally are. We cosades the ab-
senoe of & thorvagh uadersandag of code cosing feecar-
ous fox sftware engieceriog sesearch. education d peac-
e

16,

Cuntritution o s puper is Iweloid.
by a case

To shed Nght oa the Stution, we Evestigaad the ef-
feets of code clanisg 0n program corecmes. K is ipor-
i 0 understund, thet

Fant,
sty thr demoastnses that cloges ges harnged incomss-
teaely and that ssch changes can fepeesest fasks. Second,

s
Dot incomseacat changes 10 chnes can lead W snexpecsed
prograes hehavior. A penicalaly dangervus type of change
10 cloned cole & Be inowsisient bug fix. 1f & tault was

oa o ncomisient cloocs. In coatrast to cther slgoridans
for e detection of Hcomsisieat ches. o wal s is
st avuilable foe ohes feseichers a6 opes sowce.

Figure 1. Missing

2. Terms and definitians

T Wicaue: powides 4w vty of ifrct &t

P Mhostaigh Gecussion of the coegciuies of incu-
sineim el we el 1N & failure is an Scoerect osnput
o v bl o e e ndha s ot i s

To moid
gy ugmmwsMM|mpps

s g 4. spience of s, which for ex-
mpkmuuhmnﬂﬂa statcmcas, or b,
The reasin 10 aliow normulizsios of units s s sige. &
hat ot pisces of code see comsiderd equal eves.
differemes m comments o asming, which cas be leveled

e
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#Fehler durch inkonsistente Klone

Daten aus Studie
= 3 Systeme von Munich Re analysiert
= 79 Fehler gefunden (Impact auf Funktionalitét, nicht nur Wartbarkeit 0.4.)

= Systeme waren produktiv, einzelne Fehler schon durch Anwender als Tickets reportet
= 1 Produktionsfehler durch inkonsistente Klone / 17k SLOC

Bedeutung heute
= Betrachtetes Portfolio der Munich Re umfasst ca. 8,25 Millionen SLOC

= Konservative Annahme: Clone Management spart 1 Produktionsfehler pro 50k SLOC pro Jahr
= 8,25 Millionen SLOC / 50k = 165
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Anzahl = x Fehlerfolgekosten
Fehler
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@Fehlerfolgekosten von Fehlern in Produktion

Magliche Auswirkungen fehlerhafter
Software

= Nutzer bekommen falsche Ergebnisse
= Anwendung stirzt ab
= Daten gehen verloren

= Frustration bei Nutzern (Kunden und
Mitarbeiter)

¢ PT

Aufwand fir Reparatur

= Nutzer schreibt Ticket fiir Fehler

= Debugging (Nachstellen, Diagnose, ...)
= Fixing

= Test

= Ggt. Deployment

e PT



@Fehlerfolgekosten von Fehlern in Produktion

Magliche Auswirkungen fehlerhafter
Software

= Nutzer bekommen falsche Ergebnisse
= Anwendung stirzt ab
= Daten gehen verloren

= Frustration bei Nutzern (Kunden und
Mitarbeiter)

O PT: bewusste Unterschatzung

Aufwand fir Reparatur

= Nutzer schreibt Ticket fiir Fehler

= Debugging (Nachstellen, Diagnose, ...)
= Fixing

= Test

= Ggt. Deployment

3 PT



Fehler PT
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]65 Fehler v 3 PT

Jahr Fehler




495 L

Jahr




500 —

Jahr

Munich Re spart durch Einsatz von Clone Management jéhrlich
ca. 500 PT Aufwand fir Fehlerbehebung









______ = | =_.| == = B ||= =
%:—:__ ;_____ EE—_—— :___i S = ;

== |55 = |I=E= = === =
—E EEE=EE=E e = =

h




How Much is a Clone?

Elmar Juergens, Flarian Deissenboeck

Informaiik, Technische Universitit Mimchen, Germany

{juerzens.deissenh] @in tum.de

Abstract

Realuworld softeare siatems  contoin Sbstundial
amaets of eloned code. m».w......,..-.,a

choming m software ocinternnce s been shown
principle. we currenrly conso gy i in s af
e cosis Howsver, us Gaeg a3 @5
R W—— cluming is

b e poacice. This papes preses
ot wsodel e estimte the o effort

support. T sk ies applicabiTine we repart on o case
sy s insuunsiates the cun model for 11 ndusirial
Prr—

1. Introduction

and industrial sysiems [26,32]. To sanne just a fe, sigei-
icana closing was detected in GCE [14], X Windows [2],
Limes s 10K [0, AMungh e csca e betwecn

e

m.u il ipplicatics dumnain. Furthernmore,
it is ot linited 10 soure code. Recess studies have dis-
concred ssbststisl ssmousts of <losing i sodkls [10] snd

aeguisemeans spesificuions |12 15) Cloning s has 10
softuaie arsficss.

Sulamial resesmch effors oo software clunes lus estsb-
lished the negative impect of clomsisg o software mainie-
nance actwilies in general 7). 1L, olien unecessarily, is-
creimes cade size and (hus effont o size-relaed

sctivites such as inspections. Sime changes 10 a piece of
o, ch 1 4 g . afcn el o e pforned &3

s s, o exiuti fuults can fil 1o be removed froum the.
icm A sy we pubiahd i (23] e over 100
daults in prosductive software thieugh sy of ui
Esomaly incoasicien changes 1o clamed cole
Whilk the wepative consqucnces of chsiag have firsdy
been sstsblished qualiuaively, thes quonitanive impact re-
sre cumendly

e umclear. We spe-

o chamge rogacas. As long i we o son Riow the couts.
Claing Cases, clone cousl B feune 1o he neglecied—
v Ui closig coould be the ol e, aad opes hugs.
VT R ——

Unferstmating of the coses cassed by cloning is 8 e
sy foumbalion o cvslusie sllemalive clone
stratagies. Do expectel msstesance cosl reductioas jusily
e effont sopuired For clons ressoral? How lage e the.

i el el cont el 0 smswes e questicas.

While e scputne comsegcnees of clansg e
established qualitsively. the ecomams: iupact of clusisg
o0 i s oy wndeiod. Consequealy, we
Rk the founduion 1 awess e sonon: bemfulnes
o cluning and o v Semane ol Munsgeenl
rev——y

Conteihutisg We proposs s smalytical coet ol 10 -
i the impact (hat ke cloni has o softwsec msssic-
s eflors. We peeseat o cae study dhat insuantises the.
cont model T |1 mdistis] sofluse sysicns and cmsaies.

Auglicates s well, closssy
dglicates sme mnissed when choed cole & moddied, oo
sistencics can be intnduced s the syscm thet can lead

[Ty R——— achiey
bl thiough cionc masspesicn wol suppor. The puges
presens. Pt oun shericomings sl
———— prsides o sep towants &

——
e svoncmscally subsiangiaizd discusss of coning.

2. Terms & Definitions
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Blow-Up: 0%

20 Lines

20 Lines



Blow-Up: 50%
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%CloneAffectedEffort

Aktivitéiten Aufwéindiger durch Cloning
= Analysis -

= Location Location

= Design

= Impact Analysis Impact Analysis

= Implementation Implementation

= Quality Assurance Quality Assurance

= Other

Detaillierte Herleitung und Berechnung im Paper.

Wert fir Berechnung: 51%.



AAufwand = %12 X %50



AAufwand = %12 X %50 = 6%



Die Munich Re setzt
Clone Management seit
ca. 10 Jahren ein.

Wie sahe es ohne aus?
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Einsparung durch Clone Detection
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Menge an geklontem Code hat sich seit der Einfihrung von Clone Management halbiert.
Ohne Clone Management wdre der Clone Blow-Up daher vorraussichtlich doppelt so groB.



Ersparnis Aufwand = 6%

Munich Re spart durch Einsatz von Clone Detection jahrlich 6% Aufwand durch
vermiedene Redundanz ein.
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+| Code Duplication 988
" Cloning 101
" Redundant Literals 887
+ Documentation 3378
| Comment completeness 3236
| Tasktags 142
+| Formatting 6
' Code formatting 6
| Naming 110
" Java naming conventions 110
| Structure 966
" File Size 38
' Method Length 278
| Mesting Depth 650
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Kosten-Nutzen von
Test-Gap-Analyse
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%Restfehler = %Getestet = Testineffektivitat + %Testgap

Im Test verpasste Fehler
in getestetem Code
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Did We Test Our Changes?
Assessing Alignment between Tests and
Development in Practice

Sebastian Eder, Benedikt Hauptmann,
Maximilian Junker
Technische Universitit Miinchen, Germany

Abstraci—Testing and development are inereasingly performed
by different organizations, often in different countries and time
zomes. ﬂm their distance mnplh;ls communication, elase

alignment
r.halknd.ng. Unfortunately, pm allunmn( between the two
threatens to decrease test effectiveness or increases costs.

In this paper. we propose a conceptually simple approach to
assess lest alignment by uncovering methods that were changed
but never executed during testing. The paper's contribution is a
large industrial case study that analyzes development changes,
test service activity and field faults of an industrial business
information system over 14 months. It demonstrates that the
approach is suitable to produce meaningful data and supporis
test alignment In practice.

Index Termsi—Software testing, software maintenance, dy-
namic analysis. untested code

L. INTRODUCTION

A substantial part of the total life cycle costs of long-
lived software systems is spent on testing. In the domain
of business-information systems, it is not uncommen that
successful software systems are maintained for fwo or even
three decades. For such systems, a substantial part of their
ol lifecycle costs s spent on tesing fo make sure that new

orks as specified, and

cxisting ‘funcionality has not becn S,

During maintenance of these systens, test case selection is
crucial. Ideally, each test cycle should validate all implemented
functionality. In practice, however, mvailable resources limit
each test cycle to a subset of all available test cases. Since se-
lection of test cases for a test cycle determines which bugs are
found, this sclection process is central for test effectivencss.

A commen strategy is to sclect test cases based on the
changes that were made since the last test cycle. The underly-
ing assumption is that functionality that was added or changed
recently is more likely to contain bugs than functionality that
has passed several test cycles unchanged. Empirical studies
support this assumption (1], [2], [3], [4].

If development and testing cfforts arc not aligned well,
testing might focus on code arcas that did mot change,

pos
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or—more critically—substantial code changes might remain
untested. Test alignment depends on communication between
testing and development. However, they are often performed
by different teams, often located in different countries and
time-zones. This distance complicates communication and
thus challenges test alignment. But how can we assess test
alignment and expose arcas where it needs to be improved”
Problem: We lack approaches 1o determine alignment be-
tween development and testing in practice.

Solution: In this paper, we propose 1o asscss
test alignment by measuring the smount of code that was
changed but not tested. We proposs 1o use method-level
change coverage information 1o support testers in assessing
test alignment and improving test case sclection.

Our intuition is that changed, but untested methods are more
likely to contain bugs than either unchanged methads or tested
ones. However, our intuition might be dead wrong: method-
level chum could be a bad indicator for bugs. since methods
can contain bugs although they have not changed in ages.
Contribution: This paper presents an industrial case study
that cxplores the meaningfulncss and helpfulness of method-
level change coverage information. The case swdy was per-
formed on & business information system owncd by Munich
Re. System development and testing were performed by dif-
ferent. organizations in Germany and India, ‘The case study
analyzed all development changes, testing activity, and all ficld
bugs, for a periad of 14 months. It demanstrates that field bugs
are substantially mare likely to occur in methods that were
changed but not tested.

1. RELATED WORK

The proposed approach is related to the fields of defect
prediction, selective regression testing, test case prioritization,
and test coverage metrics. The most important differcnce to the
named topics is the simplicity of the proposed approach and
the fact that change coverage assesses the cxecuted subsets of
lest suites, but docs not give hints to improve them.

Defect prediction is related (o our approach, because we iden-
tify code regions that were changed, but remained untested,
with the expectation that there are morc ficld bugs.

therefore useful for maintsiners and testers to identify relevant
gaps in their test coverage.
B. Study Object

We perform the study on a business information system at
Munich Re. The analyzed system was written in C# and its
size are 340 KLOC. In total, we analyzed the system for 14
months. The system has been successfully in use for nine years
and is still actively used and maintained. Therefore, there is
a well implemented bug tracking and testing strategy. This
allows us to gain precise data shout which parts of the system
were changed and why they were changed.

We analyzed two consccutive releases of the system. Re-
lease | was developed in five iterations in two months, and
release 2 was developed in fen iferations in four months
Buth releases were deployed fo the productive environment
due to hot fixes five times and were in productive use for
six months. Note that one deployment may concern several
bugs and changes in the system. The system contained 22123
(release 1) respectively 22712 (release 2) methods.

For both relcases, test suites containing 63 sysiem test cases
covering the main functionality were executed three times.

C. Snudy Design and Execution

For all research questions, we classify methods according o
the categories shown in Figure 2: Tested or uniested. changed
or unchanged. and whether methods contain field bugs.

Fig 2. Method categorics wead o evaluaie change coverage

Study Design: First, we collect coverage and program data,
then we answer RQ | and RQ 2 based on the collected data

For answering RQ 1, we build method gencalogies and
identify changes during the development phase and relate
usage data to these genealogics. With this information, we
identify method ies that are changed:
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Fig. 3. Probability of fxes in both releases

and a query interface that allows setrieving coverage, change,
and change coverage information. The same tool support was
used in earlier studies [17]. [19].

Validity Procedures: We focus on validity procedures and ot
an threats to validity due to space limitations.

Wi conducted manual inspections to ensure that every bug
that is identified by our tool support is indeed a bug,

To confirm the cormectness of method gencalogies we huild
hased on locality and signatures, we conducted manual inspec-
tions of randomly chosen method genealogies. We found no
fulse gencalogies and have therefore a high confidence in the
comeetness of our technique. We also used the algorithm in
our former work [17]. which provided suitable results as well.

D. Results

RQ 1: Untested methods account for 34% in both releases
we analyzed. 15% of all methods were changed during the
development phase of the system, also in both releases. The
equality of the numbers for both seleases is  coincidence.
8% respectively 9% of all methods were changed-untested.
Considering only changed methods, only 44% were wsted in
release | and 45% of these methods were tested in release
2. These numbers constitute that there are gaps in the test
caverage of changed code in the analyzed sysiem.
RQ 2 We found 23 fixes in release | and 10 fixes in
release 2. The distribution of the bugs over the different change
and coverage categories of methods is shown in Table L
The biggest pat of bugs occurred in methods categorized a5

For answering R 2, we calculate the probability
defects for every caiegory of methods by detecting changes
in the productive phase of the system in rewospective. This
is valid for the analyzed system, since cnly severe bugs are
fixed directly in the productive environment. which is defined
by the company’s processes.

We gain our results by identifying methods that are changed
in the productive phase. which means they were related 10
a bug. We then categorize methods by change and coverage
during the development phase. Based on this, we calculate the
bug probability in the different groups of methods
Study Execution: We used tool support. which consists of
three parts: An ephemeral [18] profiler that reconds which
methods were called within a certain time interval. o database
that stores information about the system under consideration,

ed with 43% of all bugs in release | and 405
of all bugs in release 2. In bath releases, there are considersbly
less bugs in unchanged regions than in changed regions

The probabilities of bugs are shown in Figure 3. With 0.53%
in release | and 0.21% in release 2, the probability of bugs
is higher in the group of methods that were changed-untested.
This confirms that tested code or code that was not changed in
the development phase is less likely to contain field defects

E. Discussion

RQ 1: With 15% of all methods being changed and 34% of
all methods being not tesied, uniested code and changed code
plays & considerable role in the analyzed sysiem. The high
amount of changed methods results from newly developed
Features. which means that many methods were added during
the development phase of both releases.

There are several models for defect prediction [S]. In
contrast o these models, we measure only changes in the
system and the coverage by tests and do not predict bugs, but
assess test suites and use the probability of bugs in changed,
but untested code as validation of the approach.

sed appeoach is related to [6], which uses series
of changes “change bursts” to predict bugs. The good results
that were achieved by using change data for defect prediction
encourage us 1o combine similar data with testing efforts.
Selective regression testing techniques target the selection
of test cases from changes in source code and coverage
information. [7], [2], [9].

In contrast to these approaches, the paper at hand focuses
on the assessment of already executed fest suites, because
often experts decide which 1ests [ execue to cover most of
the changes made to a software system [10]. However, their
estimations contain uncertainties and therefore possibly miss
some changes. Our approach aims at identifying the resulting
uncovered code regions. Therefore, our approach can only be
used if testing activities were already performed.

Compared to [11]. we are validating our approach by
measuring field defects. and do not take defects into account
that were found during development.

“Test coverage metrics give an overview of what is covered by
tests. Much research has been performed in these topics [12]
and there is a plethora of tools [13] and a number of metrics
available, such as statement, branch, or path coverage [14]. In
contrast to these metrics, we focus on the more coarse grained
method coverage. Furthermore, we do not only consider static
properties of the sysiem under test, but changes.

Empirical studies on related topics focus to the hest of our
knowledge mainly on the effectivencss of test case selection
and prioritization techniques [91, [15]. In our study, we assess
test suites by their sbility o cover changes of a software
system, but do not consider sub sets of test suites

II1. CONTEXT AND TERMS

In this work, we focus on sysiem tesring according to the
definition of IEEE Std 610.12-1990 [16] to denote “testing
canducted an a compleie. integrated system to evaluste the
systemi’s compliance with irs specified requirements”. Sysiem

tests are often used 10 detect bgs in existing functionality
after the system has been changed. In our context, many tests
are executed manually and denoted in natural language.

Our study uses methods as they are known from program-
ming languages such as Java or C2. Methods form the entities
of our study and can be regarded as units of functionali
software system. They are defined by a signature and a body
To compare different releases of 3 software system over time,
we ereate method genealogies which represent the evolution of
a single method over time. A genealogy connects all releases
of a method in chronological order [17]

In the context of our work, the life cycle of a software
system consists of two altemating phases (see Figure 1). In
the development phase, existing functionality is maintained

oty ==
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Fig | Developmeni kfe-cycle

or new features are developed. Development usually oceurs
in iterarions which are followed by rtes runs which are the
exceution of a selection of fests aiming o test regressions
as well as the changed or added code. A development phase
is completed by a refease which transfers the sysiem into
the productive phase. In the productive phase, functionality
is usually neither added nor changed. If eritical malfunctions
are detected, hot fives are deployed in the productive phase.

We consider a method s fested if it has been executed
during a test run. If 3 method has been changed or added
and been tested afierwards before the system is released we
consider it as changed-tested. If 2 method change or addition
has not been tested before the system is wansfereed in the
productive phase, we consider the meshod as changed-utesied
{see genealogy | and 3 in Figure 1),

IV. CHANGE COVERAGE
To quantify the amount of changes covered by tests, we

imroduce the metric change caoverage (CC). It is computed by
the following formula and ranges between [0,1].

#methods changed-tested
Fmeihods changed
A change coverage of | (€€’ = 1) means that all methods
which have been changed since the last test run have been
tested after their last change. On the contrary, a coverage of
0(CC = () indicates that none of the changed methods have
been covered by a test

change coverage =

V. CASE STUDY

A, Goal and Research Questions

The goal of the stdy is to show whether change coverage is
a useful metric for assessing the alignment hetween tests and
development. We formulate the following research questions.
RQ 1: How much code is changed, but untested? The goal
of this research question s o investigate the exisience of
changed. but untesied code. (0 justify the problem statement of
this work. Therefore, we quantify changed and untested code.
RO 2: Are changed-untested methods mare likely to contain
Sfield bugs than unchanged or tested methods? The goal of
this research question is to decide whether change coverage
can be used as a predictor for bugs in large code regions and is

TABLE [
DISTRISUTION OF FIXES OVER THE DIFFERENT CATEGORIES

Release | Belease
Caiegory Absoluiz  Relstive  Absobwe  Relaiive
changedesied 5 % 3 0%
changed umesied 10 a% 1 0%
unchanged sesed ] s 0 "
unchanged-smtested 5 % 3 E

43% respectively 40% of the changed methods were not
tested in the analyzed system. These high numbers also result
from features that are newly developed during the development
phase. For these new features, there was only a very limited
numher of fest cases.

RQ 2: With a probability of bugs in untested-changed methods
of 0.53% respectively 0.21%, this group of methods contains
most of the bugs. This means that the system iself contains
few bugs at the current stage of development and bugs are
brought into the system by changes.

Furthermore, the probability of bugs in untested code is.
in both releases, less than half of the probability in changed-
untested code. Hence, we conelude that only considering test
coverage is not as efficient as considering change coverage.

The probability of bugs in changed code regions is also con-
siderably higher than in untested regions. But the combination
of both metrics, test coverage and changed methods points to
code regions that are more likely to contain bugs than others.
Is Change Coverage Helpful in Practice? We employed
the proposed approach also in the context of Munich Re in
currently running development phases. We showed the results
to developers and testers by presenting code units, like types or
assemblics ordered by change coverage. During the discussion
of the results, we conducted open interviews with developers to
gain knowledge about how helpful information shout change
coverage is during maintenance and testing.

Developers identified meaningful methods in changed but
untested regions by using the static call graph to find methods
they know. With these methods, the developers were able
to identify features that remained untested. For example the
processing of excel sheets in a particular caleulation was
changed, but remained untested afterwards. In this ease, among
some others, the (re-jexceution of particular test cases and
the creation of new lest cases were issued. This increased
the change coverage considerably for the code regions where
the features are located. This shows that change coverage is
helpful for practitioners.

VI. CONCLUSION AND FUTURE WORK

We presented an automated approach to assess the alignment
of test suites and changes in & simple ond understandsble
way. Instead of using rather complex mechanisms to derive
(vdc units that may be subject to changes, we are focusing

¢ untested methods and caleulate an expressive
merric from these methods. The results show that the use of

change coverage is suitable for the assessment of the aligament
of testing and development activities.

We also showed that change coverage is suitable for guiding
testers during the festing process. With information about
change coverage., testing efforts can be assessed and redirected
if necessary. because the probability of bugs is increased in
changed-untested methods. Furthermore, we presented our ool
support that allows us to utilize our technique in practice.

However, the number of bugs we found is too small 10
derive generalizable resubis. Therefore, we plan to extend our
studies to ofher systems to increase external validity. But the
fiest results that we preseated in this work point out that the
consideration of code regions that are modified, but not very
well tested is important. This mofivates future work on the
topic and the inference of improvement goals.

‘One challenge is the identification of suitable test cases from
code regions to give hints to testers and developers which test
case to execute 0 cover moe changed, but uniested methods.
Therefore, we plan to evaluate techniques related w trace link
recovery to bridge the gap to test cases.
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Wieviele Anderungen sind ungetestet?

Studie: C# System @ Munich Re

Release A:

15% Code neu/gedindert,
>50% ungetestet

_Getestete
Anderungen

Getesteter
Bestandscode

Release B:
15% Code neu/gedindert,
>60% ungetestet

Feldfehlerwahrscheinlichkeit 5x hoher fir ungetestete Anderungen!
Eder, Jirgens, ... Did We Test Our Changes? Assessment bitw. Tests & Development in Practice, AST@ICSE 2013



%Restfehler = 60%

%% Restfehler = 28%




Reduzierte Feldfehler = 50%



Reduzierte Feldfehler = 509%

Test-Gap-Analyse reduziert Feldfehler in den Applikationen der Munich Re um 4



Fazit

= Conformance Costs << Costs of Non-Conformance

= Mit der Nutzenargumentation im Riicken konzentrieren uns auf umfassende Nutzung der Tools
und Prozesse.

= Tools und Prozesse wichtig, etabliert und fest verankert.
= Internes Change Management (,,1/3") notwendig.
= Sichtbarmachen von Qualitét ist essentiell.



Kontakt = Wir freuen uns auf Diskussionen ©

Uwe Proft uproft@munichre.com
Dr. Elmar Jirgens juergens@cgse.eu



