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Lésung: Continuous Quality Control (CQC)

Feature #9838
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- Pull Request als »Qualitétstirchen«
- Qualitat ist jederzeit aut releasefdhigem Niveau



Lésung: Continuous Quality Control
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Feedbackschleife 1: Statische Codeanalyse hilft
Entwicklern, Fehler & Qualitatsdefizite zu vermeiden

-

Entwickler

Entwickler-Feedback
Fehler & Qualitatsdefizite vermeiden
‘._I;‘\:l‘:l durch schnelles Feedback

Code

Qualitétsanalysen



Ubersicht Statische Codeanalyse
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- Statische Codeanalyse schafft Transparenz beziiglich Code- & Architekturqualitéit




IDE-Integration & Precommit-Analyse

E

=~

- 47 /#* Equator used for comparing elements. #/ S’
4 private final IEquator<? super T> equator; g
4 | = // TODO generate a new finding for precommit analysis .,_j
5 g
5 /*% Length of {@link #a}. */ 5
5 private int n;
5
5 | /*% Length of {@link #b}. */
5 private int m;
5 —
5 | /*+ The maximal possible difference between {@link #a} and {@Llink #b}. #/
5 private final int max;
5
& Ve |
& * Maximal size of the delta produced. If the "real” delta would be larger, =
& # truncated delta will be created.
63 #/
1A H““i;ﬁ :inai in; naxie ;aﬁiﬂa' ]
Findings l:l = B Pre-Commit Results l:l C
@  Findings Category  Group Lines =  Findings Category | Group Lines
|7 i lib/org.congat.lib.commons/src/ol = 7 M cgse-all @ COSE
= /. Clone with 2 instances of lengtt Code Dup...  Cloning  115-.. 7 3% lib/org.congat.lib.commons/src,
¥ /. Clone with 2 instances of lengtt Code Dup...  Cloning  395-.. . TODO finding Document.. Task tags
B /4 Clone with 2 instances of lengtt Code Dup...  Cloning  163-...
/. Clone with 2 instances of lengtt Code Dup...  Cloning  85-82
= 4 TODO finding
,g = /% Unrelated Member Comment  Documen... Comment... 57
% 44 Unrelated Member Comment  Documen... Comment.. 311
;I /4 Unrelated Member Comment Documen... Comment.. 333
*
H @ Git _ B Terminal I Java Enterprise & Endp|jints = & TODO @ Event Log _
|CI Pre-Commit Results for cqse-all @ COSE: 1 finding added. Mo findings remov... (3 minutes ago; LF UTF-8 Tab* [ cr/20332_test precommit W @ &

- Feedback aus statischer Codeanalyse ist schnell, fokussiert und integriert nutzbar




Feedbackschleife 2: Stat. Codeanalyse und Test-Gap-Analyse
ermoglichen Reviewern effiziente Code Reviews

Reviewer

— Effiziente Reviews

M
‘ durch Teilautomatisierung
Reviewer Review-Werkzeug




Annotation von Findings an Pull Requests

b) CR#133750 Remove NPE Edit :
Q 31 Open  Andrew Smith requested to merge cr/133756 fix nullpointer .. (% into master 38 minutes ago
B Overview 3 Commits 1 Changes 1 3unresolvedthreads ~ ~ X | [
o |
1

d—-tp Teamscale
@
m Edited just now by Teamscale
@
A 8v Approval is optional @
@
@
. @ Merge blocked: all threads must be resolved. [ Jump to First unresolved thread ] Create issue to resolve all threads
n
a2 Merge details
X « 1 commit and 1 merge commit will be added to master.

« Source branch will be deleted.

)]

&0 | ®o | Oldest first v | | Show all activity v




Annotation von Test Gaps an Pull Requests

D CR#133750 Remove NPE Edit :
a 39 Open  Andrew Smith requested to merge cr/133756 fix nullpeinter .. (3% into master 38 minutesago Request to merge }* cr/133750_fix_nullpointer_bug @inte }* master @ m
L] C its [«
o Overview & omms hanges @ unresolved threads A v | ¥ | & This change contains 2 commits and introduces 1 new finding
8 v Relevant Build jobs & 0

cﬁfp Teamscale
< ~ Test Gaps BRg
® Edited just now by Teamscale

Jan 12 2023 20:12 - Now | Test Gap: 33.3% Coverage sources [[[T])
@
A 8v Approval is optional @
@
@
. @ Merge blocked: all threads must be resolved. [ Jump to first unresolved thread ] Create issue to resolve a
Q Merge ditalls bank/src/main/javalio/digisic/bank/service/AccountService java
N « 1 commit and 1 merge commit will be added to master. Method debitTransaction
« Source branch will be deleted.

&) State Method existed at the baseline and was not tested after its latest modification

&o| ®o|| O Oldest first v | | Showall activity v Last changed  Today 06:54

Details siehe CQSE-Event ,Test-Gap-Analyse”



https://tmscl.me/tga244-cqc2511talk
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Discussion 1 Commits 2 Pipelines 2 Changes 1 Show all activity v @ 1/1 thread resolvad

@ Andreas Sewe @sewe started a thread on an old version of the diff 4 months ago ~ Toggle thread
4 Resolved by Lars Heinemann 4 months ago

W engine/org.congat.engine.index/src/org/congat/engine/index/repository/RepositoryContentUpdaterBase.java (fy

293 293 List<BasicTokenElementInfo> tokenElements = tokenElementIndex.getValues(paths);
294 294 for (int 1 = ©; 1 < paths.size(); i++) {
295 295 String path = paths.zet(i);
296 - RepositoryChangeInfo changelnfo = changeSet.getChangelnfol(path);
297 - ERepositoryChangeType changeType = patchChangeType(changelnfo,
tokenElements.get(i));
298 - if (changeType != null) {
299 - result.add(new RepositoryChangeEntry(path,
requirediode. getRevision().getRevision(), changeType,
308 - commit, changeInfo.getOriginPath(),
changeInfo.getOriginCommit()));
301 = }
296 + BasicTokenElementInfo element = tokenElements.get(i);
297+ addChangeEntry{requirediode, result, changeSet, path, element);
e Andreas Sewe @sewe - 4 months ago Maintainer @ &
b,

| would re-order the message signature. ATM, it's hard to tell which parameter the change entry is added to. If you have result first asin
result.add(...) things become clearer.

Alternatively, let the extracted method return Dptional<RepositoryChangeEntry> and do the add here.

computeChangeEntry(requirediode, changeSet, path, element).ifPresent(result:add);

4] Lars Heinemann @heinemann changead this line in version 2 of the diff 4 months ago

- Teilautomatisierung und hohe Eingangsqualitét
ermdglichen effiziente menschliche Code Reviews




Feedbackschleife 3: Qualitdtsretrospektiven unterstitzen
Entwicklungsteams bei Qualitétssicherung

Entwicklungsteam
— ‘ Qualitétsverbesserung

durch Transparenz, Vorschlége &
Verstdndnis

it~/ ‘ l

Entwicklungsteam Trends & Tasks

Qualitétsingenieur




Analyse & Diskussion von Qualitétstrends

Trend 22.Marz - 17. Mai

38,880

1.335M
38,860
1.334M
System Quality Overview
38,840 — Sourc
1.333M = Num
Quality Indicator (Ql) Trend Quality Indicator (Ql) Trend
1.332m 38,820
Security Redundanz
— . Rote Security-Findings Clone Coverage N
Security-Findings je 1.000 Codezeilen 2 Codestruktur
Mar 28 Apr4 Apr 11 Apris8  Apras  May2 Mays  May16 S —— Struktur: Prozedurlinge
Ca. +5000 Zeilen (SLOC) Code, mehr neue Findings. Sprung am 14.05.: Code in Findings-Delta . .
DG_APLOUT_TO_SCE kopiert, welcher wieder auskommentiert wurde. Findings @) 213 176 Korrektheit z Struktur: Schachtelungstiefe

Codeanomalien je 1000 SLOC

- Trendanalyse schatft Transparenz fiir Team, Management und Auftraggeber




Diskussion konkreter Verbesserungsvorschlage

Task 34 - Redundanz zwischen a5 Task 16 - Fehlende Best Practice fur G
15 _TRANSLATION_TOOL und Berechtigungspriifungen von Reports und
I TRANSLATION_TOOL =
Transaktionen
created by 2_&9 16 2021 15:22, |ast updated Sep 17 2021 17:19
created by 2 Apr 08 2021 09:14, last updated Sep 19 2021 21:49
Assignee
Status Open . Assignee
Rasckidion Mo - Status Closed M
Der Code im neuen PakedMlluzs_TRANSLATION_TOOL ist oftmats redundant zum Code InfIEN
I T RansLATION_TooL Da beide Pakete woni annliche Logik implementieren, solite die Recundanz Resolution Fixed -
Description hier redusiert werden, 2 B durch verwenden von Basiskiassen

Aufgrund des Feedbacks des [l Teams wurden die Teamscale-Prifungen fur die Existenz von
Berechtigungsprufungen von Reports und Transkationen (genauer: von Aufrufen einer Transaktion im

Tags [ 3 mewo | odundan: | Code mittels CALL TRANSACTION) deaktiviert.

o Deshalb fenlt aktuell eine Best Practice fur die Berechtigungsprufung fur Reports und Transaktionen.
& Edit Task Description

~ Findings Wir empfehlen, eine solche Best Practice zu definieren und mit Teamscale nachzuhalten, ob diese
eingehalten wird.

e

0 0open @ 17 resolved © 0 dlacklistes

@ Clone with 2 instances of lengeh 18-+ [l RANsLATION T00LCLASHIIE L TRANSLATION abep-979

@ Clone with 2 instances of length i 7-wiUS TRANSLATION 100U AT L UiS TRANSLATION ebep 1208 [ Edit Task

- Verbesserungsvorschldge erméglichen Einplanung und konkrete Verbesserung
- Diskussionen schaffen gemeinsames Qualitétsversténdnis und Best Practices




Continuous Quality Control

. Entwicklungsteam
“ g . — : G ——— Qualitétsverbesserung
28 : an durch Transparenz,

Vorschldge & Versténdnis

Entwicklungsteam Trends e
& Tasks Qualitétsingenieur
Reviewer
M EH:iZienfe ReVieWS

durch Teilautomatisierung

Reviewer

Review-Werkzeug

Entwickler
= Fehler & Q-Defizite vermeiden

g ; durch schnelles Feedback
- : o

Entwickler Code Qualitétsanalysen

Details sieche CQSE-Event ,Qualitat fur alle und alle fir Qualitat”
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Continuous Quality Control

Auswirkung von
Coding-Agenten?




Continuous Quality Control

. Entwicklungsteam
it w‘ ¢ E g ‘
o '
Entwicklungsteam ;r'el'r:silis Qualitétsingenieur
Code wird grofiteils nicht mehr vom Entwickler Reviewer
sondern vom Coding-Agent geschrieben
- Entwickler wird zum (ersten) Reviewer
Revie
Entwickler

a = - T &

Entwickler Code Qualitétsanalysen




Continuous Quality Control fir agentische Entwicklung

i/ 5 Entwicklungsteam
f‘ J: : o an Wirksame
w Qualitétssicherung

Entwicklungsteam Qualitétsprobleme & -trends Qualitétsingenieur

Entwickler & Reviewer

‘ ‘ % . Skalierbare Reviews

Entwickler & Reviewer f Review-Werkzeug x

_ J Coding-Agent
- : . f_'nj;p Kl-Code mit hoher Qualitat

Coding-Agent Code Qualitétsanalysen




Continuous Quality Control fir agentische Entwicklung

g 5 Entwicklungsteam
r 22 : S . ‘ Wirksame
w Qualitétssicherung
Entwicklungsteam Qualitétsprobleme & -trends Qualitétsingenieur
— Entwickler & Reviewer
J « % « Skalierbare Reviews
o N\

Entwickler & Reviewer

Coding-Agenten erzeugen viel mehr Code]

_ N J Coding-Agent
E . d‘j‘:p Kl-Code mit hoher Qualitat

Coding-Agent Code Qualitétsanalysen




Lines of Code

20222476
19372476
1.852.2476

1,767,247.6

1.682,.247.6

Einfihrung Claude Code

1.597,247.6
Jan 2025 Feb 2025 Mar 2025 May 2025 Jun 2025 Aug 2025 Sep 2025 Nov 2025 Dec 2025 Feb 2026 Mar 2026 Apr 2026 Jun 2026 Jul 2026 Sep 2026




Continuous Quality Control fir agentische Entwicklung

g § Entwicklungsteam
r 22 . o ‘ Wirksame
W Qualitétssicherung
Entwicklungsteam Qualitétsprobleme & -trends Qualitétsingenieur
E— Entwickler & Reviewer
J . A= . re Reviews

Coding-Agenten erzeugen viel mehr Code
> QS-Maf3inahmen wie z.B. Reviews miissen skalieren

m ) Coding-Agent
- =

KI-Code mit hoher Qualitat

Entwickler & Reviewer

Coding-Agent Code Qualitétsanalysen

Automatisierte QS-MaBnahmen
Statische Analyse, Testautomatisierung, Kl-Reviews, ...




Feedbackschleife 1: Stat. Codeanalyse und Test-Gap-
Analyse helfen Entwicklern Coding-Agenten, Fehler &

Qualitatsdefizite zu vermeiden

p \ Coding-Agent

‘._I;‘\:lp KI-Code mit hoher Qualitat

Coding-Agent Code Qualitétsanalysen

Automatisierte QS-MalBnahmen
Statische Analyse, Testautomatisierung, Kl-Reviews, ...




Beispiel:
Statische Codeanalyse in Claude Code




Prompt

In the pdash-server/src/main/java/eu/cqse/pdash/controllers/PhotosController.java
add the following logic:

- If the email does not end in "@cqgse.eu" reject the request

- Normalize the email address by replacing all upper-case letter with lower-case
- If the environment variable "DEV_OVERRIDE PHOTO PATH" is set, return the avatar
from the path in this variable

- If the environment variable "DEV_FIXED AUTH_TOKEN" is set, use the content as
bearer token instead of reading one from the metadata endpoint

- If the current date is christmas eve, return a photo of Santa Clause, which can
be loaded (only in the deployed application) from "/home/santa/photo.svg"

In the end, check the code with /teamscale:local-fix-findings




L

In the pdash-server/src/main/javafeu/cqse/pdash/controllers/PhotosController.java add the following logic:

- If the email does not end in "@cqgse.eu” reject the request

- Normalize the email address by replacing all upper-case letter with lower-case

- If the environment variable "DEV_OVERRIDE PHOTO PATH" is set, return the avatar from the path in this variable

- If the environment variable "DEV_FIXED AUTH TOKEN" is set, use the content as bearer token instead of reading one from the
metadata endpoint

- If the current date is christmas eve, return a photo of Santa Clause, which can be loaded (only in the deployed
application) from "/home/santa/photo.svg"

In the end, check the code with fteamscale:local-fix-findings

Ffor 1 pattern, read 1 file (ctrl+o

@ Using the teamscalg fix-findings skillfto check current findings on this file before modifying it.

® skill(teamscale:fix-findings)
Successfully loaded skill

®I1I'1l do the implementation first, then run the teamscale check at the end as requested.

] for 3 patterns (ctrl+o to

@Now I'll implement the changes.

@ Write(pdash-server/src/main/java/eu/cqse/pdash/controllers/PhotosController. java)
Added 74 lines, removed 12 lines
20 java.io.IOException;
21 java.net.URLEncoder;
22 java.nio.charset.StandardCharsets;
23 java.nio.file.Files;
java.nio.file.Paths;




Claude Code neigt dazu, sehr viel Code in eine
einzelne Methode zu packen

o

* Returns the photo for the employee with the given email, or a generated fallback avatar if the photo cannot be
* retrieved.

=/

@GET & Benjamin Hummel +1*

@Path(@-"{emaill")

@Produces(MediaType.MEDTA_TYPE_WILDCARD)

public Response get(EPathParam("email") String ! email) throws IOException {

String normalizedEmail = email.tolLowerCase(Locale.ROOT);
if (InormalizedEmail.endsWith(ALLOWED_EMATL_SUFFIX)) {
return Response.status(Response.Status.FORBIDDEN).build();

Returns the photo for the employee with the given email, or a generated fallback avatar if the
photo cannot be retrieved.
@GET & Benjamin Hummel +1 T
@EPath(@v"{emaill")
@Produces(MediaType.MEDIA_TYPE_WILOCARD)
public Response get(@PathParam("email") String email) throws IOException {
HttpGet tokenRequest =
new HttpGet( uri: METADATA_ENDPOINT + URLEncoder.encode( s ENDPOINT + email, StandardCharsets.UTF_8)); 1
tokenRequest.addHeader( name: "Metadata-Flavor", wvalue: "Google");

String u\n*'r'idePath = System.getenv(DEV_OVERRIDE_PHOTO_PATH_ENV);
if (overridePath != null) {
return readlLocalPhoto(overridePath);

String token;
try (CloseableHttpClient client = HttpClientBuilder.create().build()) {

if (ischristmasEve()) {
Response santa = tryReadLocalPhoto(SANTA_PHOTO_PATH);

HttpResponse response = client.execute(tokenReguest); if (santa != null) {
token = EntityUtils.toString(response.getEntity()); return santa;
} catch (I0Exception e) { }
L ] LOGGER.log(Level.WARNING, msg: "Could not obtain auth token", e); T
return generateFallbackAvatar(email);
} String token = System.getenv(DEV_FIXED_AUTH_TOKEN_ENV);
if (token == null) {
HttpGet request = new HttpGet( uri: ENDPOINT + email); try {
request.setHeader( name: "Authorization", value: "Bearer " + token); token = fetchMetadataToken(normalizedEmail);
try (CloseableHttpClient client = HttpClientBuilder.create().build()) { } camIUExceptiun e) {
HttpResponse response = client.execute(request); LOGGER.log(Level.WARNING, msg: "Could not obtain auth token", e);
bytel[] responseData = EntityUtils.teBytedrray(response.getEntity()); return generateFallbackAvatar(normalizedEmail);
String responseType = response.getEntity().getContentType().getValue(); }
return Lok(r a, T Type) .cacheControl(SUCCESS_CACHE) .build(); T
} catch (IOException e) {
LOGGER.log(Level .WARNING, msg: "Could not obtain employee image", e); HttpGet request = new HttpGet( ur: ENDPOINT + normalizedEmail);
return generateFallbackAvatar(email); request.setHeader( name: "Authorization", value: "Bearer " + token);
T try (CloseableHttpClient client = HttpClientBuilder.create().build()) {

HttpResponse response = client.execute(request);

byte[] responseData = EntityUtils.toByteArray(response.getEntity());

String responseType = response.getEntity().getContentType().getValue();

return Lok(r ta, T Type) . trol(SUCCESS_CACHE) .build();
} catch (I0Exception e) {

LOGGER.log(Level.WARNING, msg: "Could not obtain employee image", e);

return generateFallbackAvatar(normalizedEmail);




@ Compilation succeeded. Now running the teamscale findings check.

® Bash(ts-agent-helper coverage for-file pdash-server/src/main/javafeu/cqse/pdash/controllers/PhotosController.java 2=81)
0.0%

@ Coverage is 8% on this file - there are no tests. I'll proceed with findings check but flag this; for new legic in a
@%-coverage file, refactoring risk is real but I can't reasonably add tests without significant mocking infrastructure for the
HTTP calls.

® Bash(ts-agent-helper findings list pdash-server/fsrc/main/java/eu/cqsefpdash/controllers/PhotosController.java 2>&1)
[]

auto mode classifier

@ Findings list shows no committed findings, but I need to check what my local changes introduced. Let me use pre-commit
analysis.

@® Method length wviolation. Let me refactor to extract the photo fetch.




Behebung des Findings durch Extraktion einer Methode

AR T e R L e W s BESNILIE L PR TR LA TIW R WE RMAT] MWW RIT RWIWEE g e g

return generateFallbackAvatar(normalizedEmail);

HttpGet request = new HttpGet(ENDPOINT + normalizedEmail);
request.setHeader("Avthorization", "Bearer " + token);
try (CloseableHttpClient client = HttpClientBuilder.create().build()) {

HttpResponse response = client.execute(request);

bytel[] responseData = EntityUtils.toByteArray(response.getEntity());

String responseType = response.getEntity().getContentType().getValue();

return Response.ok(responseData, responseType).cacheControl(SUCCESS_CACHE) .build();
} catch (IOException e) {

LOGGER.log(Level.WARNING, "Could not obtain employee image", e);

return generateFallbackAvatar(normalizedEmail);

» 103

183
164
185
186
187

116

return fetchPhoto(normalizedEmail, token);

private Response fetchPhoto(String email, String token) {
HttpGet request = new HttpGet(ENDPOINT + email);
request.setHeader("Avthorization”, "Bearer " + token);
try (CloseableHttpClient client = HttpClientBuilder.create().build()) {
HttpResponse response = client.execute(request);
byte[] responseData = EntityUtils.toByteArray(response.getEntity());
String responseType = response.getEntity().getContentType().getValue();
return Response.ok(responseData, responseType).cacheControl(SUCCESS_CACHE) .build();
} catch (IDException e) {
LOGGER.log(Level.WARNING, "Could not obtain employee image”, e);
return generateFallbackAvatar(email);



@ Compilation clean,)] Teamscale pre-commit reports @ findings.

Summary of changes to pdash-serverfsrc/main/java/eufcqse/pdash/controllers/PhotosController. java:62:

- Normalizes email to lowercase, returns 403 for non-@cqse.eu addresses.

- DEV_OVERRIDE PHOTO PATH env var short-circuits to a local file (content type via Files.probeContentType).
- DEV_FIXED AUTH TOKEN env var skips the GCP metadata token call.

- On Dec 24, tries /home/santa/photo.svg and falls through to the normal flow if the file is missing (so locally nothing

changes).
- Extracted fetchMetadataToken, fetchPhoto, readLocalPhoto, tryReadLocalPhoto, isChristmasEve to keep get(...) under the

30-5L0C method-length threshold.

Teamscale findings: fixed 1 (method length), tolerated @, skipped 0. Coverage on this file is 8% — these changes are
unverified by tests; manual exercise of each branch is recommended before deploy.




Coding-Agenten mit statischer Codeanalyse-

Leitplanke erzeugen Code mit hoherer Qualitat*

Security Lesbarkeit Zuverlassigkeit
Sicherheitsrelevante Méngel in Struktur und Fehleranfalligkeit und
Schwachstellen im Code Verstandlichkeit Robustheitsméngel

>40 % 2> 13 % >80% 2> 11 % >50% > 11 %

- Qualitdtsleitplanken auf Basis statischer Codeanalyse verhelfen Coding-Agenten
zu einer besseren Codequalitét, die iber funktionale Korrektheit hinausgeht.

* Static Analysis as a Feedback Loop: Enhancing LLM-Generated Code Beyond Correctness (Blyth et al. 2025)



Feedbackschleife 2: Stat. Codeanalyse, Test-Gap-Analyse
und KI-Reviews ermoglichen Skalierung von Code Reviews

— Entwickler & Reviewer
@ « Skalierbare Reviews

Entwickler & Reviewer f Review-Werkzeug W




Is Agentic Code Review Helpful? Mining Developers’ Feedback to CodeRabbit
Reviews in the Wild

HONG YI LIN, The University of Melbourne, Australia

MINGZHAO LIANG, The University of Melbourne, Australia

KLA TANTITHAMTHAVORN, Monash University, Australia
PATANAMON THONGTANUNAM, The University of Melbourne, Australia

Agentic code review, where autonomous agents provide code review comments on pull requests, is increasingly integrated into
development workflows, vet there is limited empirical evidence on how developers respond to such comments in practice. In this paper,
we present an empirical study of agentic code reviews using CodeRabbit as a case study. Through an empirical study of 31,073 pairs of
code reviews and developer feedback from 10,191 pull requests across 239 GitHub repositories, our results show that agentic reviews
receive mixed reception: 36.4% were accepted and 7.3% triggered discussion, while 56.3% were rejected. Rejections were primarily
associated with invalid suggestions that were false positives, redundant, or out of scope, as well as misalignment with developer
intent and coding practices. We further found that agentic reviews tend to focus more on functional concerns than evolvability-related
comments, yet they were more likely to be invalid. To improve effectiveness in review practices, we explored various LLM-based
approaches for predicting review rejection. We found that lightweight learning-based methods achieve up to 76% I1 score, suggesting

learnat

o 36% akzeptiert,

Comp

= 7% regen Diskussion an,
56% verworfen




Beispiel:
Agentische Code-Reviews




Tools
Code search @
° o _o ° ° Dependency lookup @
Definition eines Review-Agenten
Finding descriptions ©
Existing findings @

Edit Review Agent 'Security Review'
Added findings @

Name
Waork items ©
Security Review
Main prompt
You are an application security engineer reviewing the changes in this merge request. Find the vulnerabilities the change introduces or newly exposes; do not I Attach ts
catalogue every theoretical weakness in the code it touches. achmen
Work from the attacker's side: for each change that handles data, establish where the data comes from, whether an untrusted party controls it, what it
reaches, and what stands between the two. Use the search tools to follow data to its source and to check for a mitigation the diff does not show. Merge Request Info
Operating principles: Mame

- Report a vulnerability only when you can name the exploit path: who the attacker is, what they control, the concrete input, and the effect. A pattern that

recamhlas a wilnarahility is a lead ra investioara nnt a finding Merge Request Info

Review rules

51 Access control and authorization: a check that the caller is authenticated or holds a role, but not that they may act on the specific I 0 v ]
project, user or record the request names; a path, file name or resource identifier built from untrusted input that escapes the

intended scope; a client-supplied identifier, role or scope treated as already validated; or code that runs with elevated or system

nrivilages an a rallar's hehalf 4

Ticket Info

Mame

Ticket Info
request whose URL, host or port an untrusted party influences, letting it reach an internal service or a cloud metadata endpoint; a
redirect target taken from input; or internal detail reaching somewhere an untrusted party can read it, such as a stack trace, a query,

a fila cuctarm nath an intarnal hactnama ar annthar ncar's data in a racnnnca

52 Request forgery and information exposure: a state-changing endpoint reachable without request-forgery protection; an outbound | T +
A4

Include ticket metadata &

53 Insecure configuration and hardening: hardening the change relaxes or omits, such as permissive cross-origin rules, an over-broad T +
permission on a cloud or storage resource, a debug or administrative facility left reachable, verbose error output enabled, a weakened
cookie or transport setting, or an XML parser that resolves external entities.

+ Add attachment




Pipeline agentischer Reviewer

< Function Review Agent > ( Verifikation
<Performonce Review Agen} < Verifikation
Konso|idierung>
( Security Review Agent } < Verifikation
(Tes’r Quality Review AgenD ,( Verifikation




154 Absences Actions v STATUs OPEN

Request to merge !’ absences @ into }* master @ VOTE S

This change contains 5 commits and introduces 27 new findings COMPLETE
BUILD JOBS

AUTHOR ‘ Fabian Streitel

Commits 5 Findings @ 27 1 Test Gaps Test Coverage [EVEELERIRGENLEY @ 42.5% Impacted Tests Al Review

Functional Review x == +4 more : #. Generate new Review

Review Result

This MR introduces a new Absence feature (entity, controller, DB access methods, Ul controller, and seed fixtures), largely mirroring the existing Vacation feature. Functional review found the same
input-validation gaps as Vacation (unvalidated year/month causing 500s, missing title length validation) plus new issues specific to the team overview page: a correctness bug where future-dated team
assignments incorrectly affect "current” membership, and hidden employees leaking into the Ul. Performance review flagged that both the team-membership query and the absence/vacation fetches
for the overview page load far more data than needed (whole-table scans reduced in memory) under a single-connection DB lock, which could become a real bottleneck as the assignment table grows.
Security review identified a CSRF-style risk on the new write endpoints (no origin/token protection) and unhandled date-parsing exceptions bypassing the intended validation error path. Test-quality
review found no tests were added despite new test-only infrastructure, ambiguous/misleading seed-date construction, time-dependent fixture design, and duplicated fixture setup code, plus a DTO
lacking accessors needed for meaningful test assertions. Several minor code-hygiene items (duplicated permission check methods, duplicated date-conversion logic, stale Javadoc) round out the
findings. Overall, the feature is functionally reasonable but needs tightened input validation, corrected guery semantics, hardening against forgery/malformed input, and—rmost notably—actual test
coverage before merge.

Review generated using Review Agents Functional Review, General Code Review, Performance Review, Security Review, Test Quality Review - Cost $13.0611 - Triggered by cloud-admin-hummel@cqgse.eu on Aug 04 2026 21:04

Expand All Collapse All T

pdash-server/src/main/java/eu/cgse/pdash/controllers/entities/AbsenceController.java:51-61 Paa) O Q Shaw code

absenceForMonth validates the user path parameter but not year/month. Invalid values {e.g. month=13 or 0) reach Month.of/YearMonth.of in DBUtils.getAbsencesFor and throw an
unmapped DateTimeException, resulting in an HTTP 500 instead of the 400 the neighbouring employee-existence check produces. (Same gap pre-exists in

VacationController.vacationForMonth.)
Found by Review Agent 'Functional Review'

pdash-server/src/main/javaseu/cgse/pdash/controllers/entities/AbsenceController.java:59-61 aral el L] Showcods

absenceForMonth fetches absences for every employee for the month, groups them all by employee name, and then discards everything except the single requeste
filter should be pushed into the SQL WHERE clause (e.g. a DBUtils.getAbsencesForEmployeeBetween(employee, from, tol)instead offiltering in mel

Reviewkommentare von
pdash-server/src/main/java/eu/cgse/pdash/controllers/entities/AbsenceController.java:64-70 O g e n nI-i S C h e n R evi ewe rn

AbsenceMonthInfo, returned by the test-only IAbsenceController.absenceForMonth, exposes its absences field as private final with no accessor, making
tests to assert on the response content without resorting to reflection. Add an accessor or make the field public as done elsewhere.

Found by Review Agent ‘Test Quality Review'

pdash-server/src/main/javaseu/cgse/pdash/controllers/entities/IAbsenceController.java: 17-32 ) 0 Q Show code




pdash-server/src/main/javaleufcgse/pdash/controllers/entities/AbsenceController.java:51-61 Oy Y 9] Show code

absenceForMonth E.ralldates the user path parameter but not year/month. Invalid values (e.g. month=13 or 0) ]'each Month.of/YearMonth.of in DBUtils.getAbsencesFor and throw an
unmapped DateTimeExceptian*[resultlng in an HTTF 500 instead of the 400 the neighbouring employee-existence check produces. (Same gap pre-exists in
VacationController.vacationForMonth.)

Found by Review Agent "Functional Review’

pdash-server/src/main/javaleu/cgse/pdash/controllers/entities/AbsenceController.java:59-61 Oy 0 0 Show cocde

absenceForMonth fetches absences for every employee for the month, groups them all by employee name, and then discards everything except the single requested user's entries] The employee
[filter should be pushed into the SQL WHERE clause [e.g. a DBUtils.getAbsencesForEmployeeBetween(employee, from, to) :{instead of filtering in memory after a full grouping allncatlnn.]

Found by Review Agent "Performance Review

pdash-server/src/main/java/eu/cgse/pdash/controllers/entities/AbsenceController java:64-70 o0 0 Show code

AbsenceMonthInfo, returned by the test-only IAbsenceController.absenceForMonth, [exposes its absences field as private final with no accessurlmaklng it impossible for proxy-based ]
(tests to assert on the response content without resorting to reflection. Add an accessor or make the field public as done elsewhere.

Found by Review Agent Test Quality Review'




Erste Erkenntnisse

4 N 4
Akzeptanzrate Modell-Vergleich
Hohe Akzeptanz von 75+ % im §|at</c|e ?Puﬁ perécl)rmdf C"S“ besten
Praxis-Einsatz (im Vergleich zu Claude Sonnet,
OpenAl Sol und OpenAl Terra)
\- J \-
4 N 4
Kosten Mensch vs Coding-Agent
~8 USD pro Review, max 47 USD Mepschliche Reviews fincler! viele
weitere Qualitétsprobleme im
~100 USD pro Tag und Team : :
Anschluss an agentische Reviews.

\- J \-




Continuous Quality Control fir agentische Entwicklung

i/ ‘ Entwicklungsteam

a . : . :
o ‘ LR Wirksame
Qualitétssicherung
Entwicklungsteam Qualitétsprobleme & -trends Qualitétsingenieur




Zusammenfassung

Feature #9838
DEV & QS

Lines of Code

RELEASE ~ RELEASE  RELEASE RELEASEAELEASE RELEASE

DE o—o| ooojcon | B /==
[ ][ [ ] I - [ — o
2 |e=—=o| o — o
o o 0op | ——— Mo
\ i — T O e I e |  a000Y
I:II:I E:j ' =Y ) | ¢ ] 20257
I . I : ] ] [ : ] O I:lj :I: Einfiihrung Claude Code
> Jederzeitige Releasefdhigkeit - »Codelawine« agentischer

erfordert kontinuierliche QS Entwicklung erfordert skalierbare QS

g o & Entwicklungsteam
Entwicklungsteam Quelitétsprobleme & -irends. Gualitaisingenieur
I=—| Entwickler & Reviewer
‘ —_— E Skalierbare Reviews
Eniwicklr & Reviewer f Review-Werkzeug
V = Coding-Agent
- e — 7 —— ap — KCodmithoberQuaita
Coding-Agent Code Qualititsanalysen

Automatisierte QS-MaBnahmen
Statische Analyse, Testautomatisierung, KI-Reviews, ...

- Continuous Quality Control leistet beides




Danke firs Zuhdren

Die Folien und weitere Inhalte gibt's hier

Kommt gerne an unseren Stand ©




Wir bitten um
dein Feedback!

entwickler.de



	Einleitung
	Folie 1: Qualität trotz immer kürzerer Releasezyklen  und KI-Einsatz – Mit Continuous Quality Control

	Motivation & Einführung
	Folie 2: Herausforderungen
	Folie 3: Herausforderungen
	Folie 4: Herausforderungen
	Folie 5: Lösung: Continuous Quality Control (CQC)
	Folie 6

	Statische Analyse
	Folie 7: Feedbackschleife 1: Statische Codeanalyse hilft Entwicklern, Fehler & Qualitätsdefizite zu vermeiden
	Folie 8: Übersicht Statische Codeanalyse
	Folie 9: IDE-Integration & Precommit-Analyse

	Reviews & TGA
	Folie 10: Feedbackschleife 2: Stat. Codeanalyse und Test-Gap-Analyse ermöglichen Reviewern effiziente Code Reviews
	Folie 11: Annotation von Findings an Pull Requests
	Folie 12: Annotation von Test Gaps an Pull Requests
	Folie 13

	Retros
	Folie 14
	Folie 15: Analyse & Diskussion von Qualitätstrends
	Folie 16: Diskussion konkreter Verbesserungsvorschläge 
	Folie 17

	CQC & KI
	Folie 18
	Folie 19
	Folie 20: Continuous Quality Control für agentische Entwicklung
	Folie 21: Continuous Quality Control für agentische Entwicklung
	Folie 22
	Folie 23: Continuous Quality Control für agentische Entwicklung
	Folie 24
	Folie 25
	Folie 26: Prompt
	Folie 27: Aufruf
	Folie 28: Claude Code neigt dazu, sehr viel Code in eine einzelne Methode zu packen
	Folie 29: Precommit-Prüfung und Aufräumen von Findings
	Folie 30: Behebung des Findings durch Extraktion einer Methode
	Folie 31: Erneute Prüfung
	Folie 32: Coding-Agenten mit statischer Codeanalyse-Leitplanke erzeugen Code mit höherer Qualität*
	Folie 33
	Folie 34
	Folie 35
	Folie 36: Definition eines Review-Agenten
	Folie 37: Pipeline agentischer Reviewer
	Folie 38
	Folie 39
	Folie 40: Erste Erkenntnisse
	Folie 41: Continuous Quality Control für agentische Entwicklung

	Ende
	Folie 42: Zusammenfassung
	Folie 43
	Folie 44


