Investigating Next Steps
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Collection<String> files = ..;

Iterator<String> 1t = files.1iterator();
1f (it.hasNext())
String first = i1t.next();
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PR-Miner
Chronicler
Colibri/ML
Jadet
RGJO7
LKLO8
Alattin
AX09
Car-Miner
GROUMiner
OoCD
DMMC
SpecCheck
RRFinder
Tikanga
PJAG12
PG12
DroidAssist

3. No

Number of Projects
1-20

Evaluation Setting
Per-project: 16

Precision in Top-X Findings
6.5% < p <100%
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3. No

Precision Recall Upper Recall

@20 Bound
Jadet 10.3% 23.4% 5.7%
GrouMiner 0.0% 48.4% 0.0%
Tikanga 11.4% 20.3% 13.2%

DMMC 9.9% 23.4% 20.8%
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APl Misuses cause ~10%
of all software bugs.

APIl-misuse detectors focus on
only a subset of all misuses.

Detectors have very low precision
and recall in practice.
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. 1f (file != null) {
HZ: try {
“3: FileInputStream fis =
4 new FileInputStream(file);
iS: return fis.read();
q6: } catch (FileNotFoundException e) {
/. handle(“missing file”);
[8: &
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1f (file !'= null) {
try {
FileInputStream fis
new FileInputStream(file);
return fis.read();
} catch (FileNotFoundException e) {
handle(“missing file”);

h
}
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MuDETECT : Collection<String> fs = ..;

: Iterator<String> it = fs.iterator();
: String first = it.next(Q);

Target Code
G
recv
Collection.iterator() : 6
\
def /
\
@ ‘| order
: >
recv /
y

Iterator.next() : 7

AUGs
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MuDETECT

1: Collection<String> fs = ..;

6: Iterator<String> 1t = fs.iterator();
7: String first = i1t.next();
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Violations Patterns

MuDETECT

Filtering
® Alternative-Pattern Instances
® Alternative Violations

Ranking 1. Violation A
® Pattern Support 2. Violation B

® Number of Pattern Violations 3. Violation C
e Violation Support 4.
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MuDETECT

Precision Recall Upper Recall
@20 Bound
Jadet 8.8% 16.9% 6.7%
GrouMiner 2.6% 51.2% 3.1%
Tikanga 8.9% 8.8% 7.6%
DMMC 7.5% 16.3% 10.7%
MuDetectXP  218% 34.1% 72.5% 2049% 42.2%
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Our strategic design approach led to
significant improvements.

MuDETECT
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More usage examples again
significantly improve performance.
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